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Bakgrund

Trenden i stort
— Samarbete globalt
— "GOr det du gor bast”

Vad har mgjliggjort molnet?
— Natverk  snabb atkomst, global atkomst

— Virtualisering  flexibilitet, skalbarhet, Pay-per-Use

— Standardisering
— Stordrift  prispress
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Cloud computing is a model for enabling ubiquitous,
convenient, on-demand network access to

a shared pool of configurable computing resources
(e.g., networks, servers, storage, applications, and services)
that can be rapidly provisioned and released

with minimal management effort or service provider interaction.
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with minimal management effort or servicepwJvider interaction.

This cloud model promotes availability and is composed of
— five essential characterlstlcs
— three service models, and

— four deployment models. @
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Teknikneutral definition!
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NIST - service models

Business
Process
as a Service
(BPaaS)

Software
as a Service
(SaaS)

Platform
NIST as a Service
(PaaS)

Infrastructure
as a Service
(laaS)

Affarsprocess
- Lobnehantering
- Call center

Applikation
- Ekonomisystem
- E-post

Utvecklingsplattform

- Programmeringsverktyg

IT-infrastruktur
- Servrar, nét, lagring etc

© 2011 IBM Corporation



NIST - deployment models
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Det ar skillnad mellan molntjanst
och traditionell outsourcing

Molntjanst
— standard
— samma tjanst till manga

Outsourcing
— enligt kundkrav
— "one of a kind”
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Kommande molnstandarder (1)

12

JTC1-SC38
— Forslag till standardarbete i host
— Definitioner och terminologi
« BPaaS
o Community Cloud?
— Tre ar innan komplett standard?

Draft ISO 27036

— Information security for supplier
relationships

— Tre-fyra delar
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Samverkande moln
— Kommande krav!
» Licenshantering
» Standardgranssnitt
» Utbytesformat
» Viktigt: exitmdjlighet
— NIST:s SAJACC
« 25 anvandarfall
- Portabilitet
- Interoperabilitet
- Sakerhet
 Svart problem: radera all info
— Libcloud
» Apache Software Foundation
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SAS70
— 1992
— Tredjepartsgranskning
— Typ 1 - granskning
— Typ 2 - aven kontroll av effektiviteten

ISAE 3402
— 2009
— Internationell standard
— Har mycket gemensamt med bl.a SAS70
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ISO/IEC 27001, LIS
— Strukturerat sdkerhetsarbete

ISO 9001
— “Kvalitet ger sakerhet”

ITIL, ISO/IEC 20000
— Val fungerande IT Service Management?

ISACA:s CoBIT

— Control Objectives for Information
and Related Technologies
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Safe Harbor
— ett regelverk for amerikanska foretag
— ska motsvara EU:s dataskyddsdirektiv
— Sju principer

ISO/IEC 27031
— ny standard

— "Guidelines for information and
communication technology
readiness for business continuity”
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Sekretess
Riktighet
Tillganglighet
Sparbarhet
Ansvar

18

Ta hjalp av...
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Skyddad i S -
e Behorighets- VRl
Z kommunikation f hantcgring administration
Sekretess &1 Atkomstkontroll Sakerhetskontroll
R Ve Information av personal
ervicenivaer
Riktighet : ang ti
L lat Lang tid —
Backup/Restore -9 ISP N ge?mla
e Leverantdrens applikationer?
Tillganglighet y
gangig Exit atagande \
Radering
Sparbarhet .
P B Loggning =1 1M194N9 [~— ytredning
Ansvar Riskanalys
Ansvarsgranser —
Revision

Incidenthantering

Underleverantorer
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IBM
— Security Guidance (REDP-4614-00)
e 242 krav pa moln
— IBM:s Getting cloud computing right, apr-11
* Cloud Reference Architecture
— www.ibm.com/se/cloudcomputing/

IT&Telekomforetagens avtalsmall
— Cloud Computing Version 2010
— LeverantOrens applikation, SLA-bilaga
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Cloud Sweden
— Sékerhet Digitalt Bevarande v1.1 (dec-10)
— Checklista for rattsliga fragor just klar

PTS: Vagledning for anskaffning och
uppratthallande av robust elektronisk kommunikation

— PTS-ER-2010:18, 2010-10-04
MSB: Riktlinjer om molntjanster

— Fokus pa sakerhet och legala aspekter
— Klara innan sommaren?
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NIST Guidelines on Security and Privacy
in Public Cloud Computing, SP 800-144 (Draft)

NIST - Proposed Security
Assessment & Authorization
for U.S. Government Cloud Computing

— Sakerhetskrav i tva nivaer, évervakning
— Draft version 0.96, 101102, FedRAMP, www.info.apps.gov
ENISA

— Cloud Computing: Benefits, risks and
recommendation for information security (2009, 125 sidor)

— Security & Resilience in Governmental Clouds (2011, 146 sidor)
— Www.enisa.eu
CSA (Cloud Security Alliance)
— Cloud Controls Matrix V1.1 (dec. 2010)
— www.cloudsecurityalliance.org

© 2011 IBM Corporation



24

Molnen har for att stannal
— Konkurs? Uppkop?
— Vdlj en stabil leverantotr

Framtidens affarsklimat
— Carpe diem!
— Testa i liten skala?

Personalminskningar?
— God personalpolitik!

- Klarlagg dina krav
- Krav transparent sakerhet!
- Kontrollera och hantera riskerna!l
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Martin Bergling
martin.bergling@se.ibm.com
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