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GUIDE TO TECHNICAL APPENDIX - TA 2007

Introduction
The template for the Technical Appendix, TA 2007 and this guide have been prepared by a working group within the NEA, Nätverket för Elektroniska Affärer (The Swedish eBusiness Network) during spring 2007. The TA 2007 is an appendix to NEA’s standard agreement on e-communication (E-communication Agreement) which is sometimes also called EDI agreement or Interchange Agreement. The agreement for e-communication is intended to be applied to automated electronic interchange of structured messages, irrespective of the formatting standard. They do not cover e-mail messages and nor are they intended in the first place to be applied to separate messages of a more occasional nature. 
The target group for the Technical Guide is companies and other organizations which interchange EDI messages between each others’ information systems. Other conceivable areas of application are the ordering of services from a third party supplier (e.g. VAN operator), connection of new party or the preparation of a new message. 

A Technical Appendix shall be in writing, but does not have to be signed. 
A template for the Technical Appendix can be downloaded from www.nea.nu. Comments and questions concerning this appendix may be sent to kansli@nea.nu. 

TA and General Terms and Conditions
The table shows the relation between the Technical Appendix (TA) and the General Terms and Conditions in the E-communications Agreement. 

	Section 
	Section heading in the TA 
	Reference to the General Terms and Conditions 

	1 
	Introduction 
	3.2 and 15.2 

	2 
	Contact details 
	N/A 

	3 
	EDI messages 
	1.2 etc 

	4 
	Format and syntax 
	3.1 

	5 
	Interchange of EDI messages 
	3.1, 1.5 

	6 
	Communication 
	3.1, 5.2 

	7 
	Identification 
	3.1 

	8 
	Interchange Logs 
	1.4, 1.6, 6.1, 6.2, 8.3, 8.4, 8.5 10.1, 14.3 

	9 
	Receipts 
	1.7, 7.1, 8.4, 8.5 

	10 
	Security 
	10.1 

	11 
	Opening hours 
	5.1 


TA section 1 - Introduction 
State here the parties between which the Technical Appendix is prepared, e.g. name of a buyer and seller. It shall be made clear if it is a new Technical Appendix, i.e. a new EDI relation, or if it is an update of a previous Technical Appendix. Upon amendments, e.g. a new message or a change of the contact details, it is important to update the TA so that the documentation is correct. The old appendix shall then cease to apply. An amendment to the TA does not have to mean that the E-communication Agreement is amended, but details in a TA can, in most cases, be updated independent of the agreement. See also General Terms and Conditions section 3.2.

TA section 2 - Contact Details 
Ideally, contact details shall be for a function, e.g. a helpdesk, and not for a person. In most cases, it is sufficient to state the contacts for application issues and communication issues. In the event of more than one contact person has to be stated, the contact information is repeated one more time. One such example can be contacts for security matters. If any of the parties use a third party supplier (e.g. VAN), this supplier’s contact details are often stated under Communication issues. 
An example of how the table may be filled out: 
	Party 1 
	Party 2 

	Application issues: 
	Application issues: 

	Contact: 
	Order office 
	Contact: 
	Purchase Department 

	Telephone: 
	00224466 
	Telephone: 
	22881177 

	Telephone (mobile): 
	070 4567899 
	Telephone (mobile): 
	070 1234567 

	E-mail: 
	order@seller.com 
	E-mail: 
	purchasedep@customer.se 

	Communication questions: 
	Communication questions 

	Contact: 
	Helpdesk at XYZ-data AB 
	Contact: 
	Internal IT-service 

	Telephone: 
	1234567 
	Telephone: 
	7676767 

	Telephone (mobile): 
	0702345678 
	Telephone (mobile): 
	070808080 

	E-mail: 
	helpdesk@xyz-data.com 
	E-mail: 
	It-service@customer.se 


TA section 3 – EDI messages 

Standardized process means that a certain process or scenario in which EDI messages are interchanged between two parties’ information systems in accordance with a model produced by an industry organization or a similar body, e.g. BEAst, GS1, Odette, PapiNet and SFTI. EDI message is the designation of the information or transaction which is sent between the parties, e.g. a Booking, Delivery Notice or the Invoice. Message Descriptions can be prepared by one of the parties or by the parties jointly, but are often based on an established message description (sometimes called MIG, Message Implementation Guideline) which is prepared by an industry organization. It is recommended that message descriptions are documented and that they become a sub-appendix to the Technical Appendix. In most cases, the standard is Edifact or XML. 
Example of how the table can be filled out: 
	Standardized process
	EDI messages

	Message description
	Designation
	Standard
	Sender 
	Sub-appendix no.

	Supply chain 
	Invoice specification 
	PapiNet, ver. 2.31 
	Message: Delivery-MessageWood Type: PackingSpecification 
	XML ver. 1.0 
	Party 1 
	1 

	Supply chain 
	Delivery plan 
	Odette 
	DELFOR 
	Edifact D.03A 
	Party 1 
	1 

	Reference to a framework agreement, 

ESAP 6 
	Business transaction

Price and stock list. New/replacement
	AT 6.1.1, ver. 2.30
	
	UN/Edifact, D.96A, EAN006
	Party 1
	1

	Forecast process 
	Notify of Bill of material 
	RosettaNet ver. 4.1 
	PIP 2C8 
	XML DTD 
	Party 1 
	1 


TA section 4 – Format and syntax 

In practice, Edifact and XML are almost exclusively used as format standards, but other standards and even internal formats, so called in-house formats, may also occur. In the example in the table, two frequent choices of format and syntax parameters, one with Edifact and the other with XML as format standard are defined.
	
	Regel - Ex 1: Edifact
	Regel - Ex 2: XML

	1. Syntax and version 
	ISO 9735, ver. 3 
	Schema, XSD from W3C from 2002 

	2. Unit separator 
	UNA:+.? ' 
	N/A 

	3. Character set
	UNOC
	N/A

	4. Character representation 
	ISO 8859-1
	UTF-8


TA section 5 - Interchange of EDI messages
Different parties may have different support for how EDI messages and files can be packaged, handled and transmitted. It is not unusual that there are restrictions or requests, e.g. that different type of messages cannot be sent in the same transmission. Therefore, when such restrictions occur they shall be documented. The choices in the table have different relevance to different format standards. 

Explanations of the content of the table: 

· Interchange means a file which contains one or more EDI messages, e.g. many orders in the same transmission. The transmission identity will be same for all EDI messages. 

· In some cases, the EDI messages can be of different messages types, i.e. one mixes orders, invoices and types of messages in the same Interchange. 

· Interchanged file means that several Interchange have been sent in the same file (e.g. more than one UNB level in the file), i.e. that several transmissions/files are sent in the same interchange file. 

TA section 6 - Communication 
Under this section, the communication details which apply to the interface between parties are documented. The communication addresses, like other communication and security parameters, are interchanged for practical reasons in conjunction with connection. If there are only a few items of communication information, the information may be stated in the table as a new line. In most cases however, there are several details for communication and these shall then be documented in a special communication appendix. It is then handled as a sub-appendix to the Technical Appendix. 
An alternative method of communication is recommended in order to reduce the vulnerability. In such a case, this method shall also be stated. The use of an alternative method can be applied as a reserve method as well as for tests. If the methods differ between test and reserve methods, the last three lines in the table are repeated. 
An example of how the table can be filled out: 
	Communication information 
	State selection 

	1. Is Third Party Supplier used (e.g. VAN)? 
	Party 1: NO 
Party 2: YES 

	2. If yes, state operator 
	Party 1: _______ 
Party 2: VAN operator Inc 

	3. Type of network service 
	Internet 

	4. Communication protocol 
	AS2 

	Alternative method of communication 

	5. Is alternative method to be stated? 
	NO 

	6. If yes above, state type of network service 

	7. If yes above, state communication protocol 


TA section 7 - Identification 
In order to identify the parties to an interchange, unique identities are required and preferably in accordance with a numerical series which is based on an international standard. As an identity for an Interchange, corporate registration number, VAT number or global location number (GLN) or another identity on which the parties have agreed, e.g. customer and supplier number, can be used. This identity is found in an opening item in the interchange. Use of Edifact is in the UNB segment and if XML is used, it cab be found in a SOAP-header.
By using unique identities for interchange parties, it is possible to track individual interchanges (not to be confused with interchange reference). In addition, one may need to identify other kinds of parties which occur in the EDI messages which are interchanged. If more such identities occur, they are stated by adding more lines in the table. In this case, a number may also be used as an identity, e.g. global location number (GLN), customer or supplier number or other identity on which the parties agree. Examples of such identities may be a company’s different regions, stores, warehouses, goods receiver or similar. This type of information may also be interchanged in a special standard message for party information. 
An example of how the table may be filled out: 
	Identity 
	Party1 
	Party1 

	Interchange identity (mandatory) 
	VAT-number: SE556666919101 
	GLN: 7310000000010 

	Additional identities
	Party 1 
	Party 1 

	Party’s/parties’ identity (if needed, can be repeated
	N/A 
	Area A: 7310000000027 

Area B: 7310000000034 

Area C: 7310000000041 


TA section 8 - Interchange Logs 
Logs may be found in different systems which are involved to handle the transmission of EDI messages, e.g. business systems, integration systems and with a third party supplier. In this case, log means the communication system, i.e. the system which interchanges transmissions with the counterparty and generates receipts that the EDI message has been received. When a transmission is logged, it also means that all incoming EDI messages in the interchange are logged. The purpose of the Interchange Log is not to ensure business transactions’ traceability or archiving pursuant to the book-keeping act, archive rules or applicable statutes (including archive requirements upon conversion with loss of information), but this must be solved by each party in the relevant applications. Note that different system suppliers designate log functions in different ways. The definitions in this document have been amended since the last edition of the Technical Appendix (TA 2004). 
Logging shall be carried out both when sending and receiving of the interchange. Under the General Terms and Conditions, an interchange, and the EDI messages included therein, is deemed to have been sent when it is logged in the sending party’s Interchange Log. Correspondingly, it is deemed to have been received by the recipient when it is logged in the recipient’s Interchange Log. In those cases when receipt has been agreed, which is strongly recommended, the time when the receipt was sent. This means that the sender’s responsible for the transmission with its incoming EDI message applies until logging of the transmission in the recipient’s Interchange Log and the recipient’s sending of the receipt. Also see the General Terms and Conditions and section 9. “Receipts”. 
In cases where receipts are not used, it is therefore important to know that the sender of the message does not know if the message has been received and thus does not if the responsibility has been passed to the recipient. The sender of the message should also monitor that it really gets a receipt from the recipient. Note that if the receipt would be lost on the way, the responsibility for the message has nevertheless been passed to the recipient when the recipient has logged the reception and sent a receipt back. 
Interchange Log means a log where the information of what has been interchanged is saved. The information which should be included is the following: 

· Sender. Identity of the sender of the interchange. 

· Recipient. Identity of the recipient of the interchange. 

· Date and Time. Time stamp which shows when the interchange was created and received respectively. 

· Type of Message. Shows the type of EDI message, e.g. an order. 

· Interchange reference. A unique identity for the transmission which is created by the sender of the interchange. 

· Status. Shows whether a receipt has been received and is information which shall be archived for a reasonable time in order to be able to verify whether EDI messages have been received or not. 
Message Log means a function where the transactions which have been sent or received are archived, for legal reasons or to make a further transmission possible. The time this type of information shall be stored may vary a lot depending on the circumstance and type of message. 
Another type of log is the event log, but in most cases this means an internal system log.

TA section 9 – Acknowledgement of receipt
Acknowledgement of receipt is an important operational function which shall always be included in the interchange of EDI messages in order to avoid operational disturbance. It allows the sender and the recipient to verify that messages have been received. At the same time, the receipt is the proof that the responsibility for the message sent has been passed from one party to the other. In most cases, the type of receipts used is within the framework of the chosen communication protocol. Receipts can be both positive and negative. 
There may also be a difference between how the parties chose to generate receipts. Most commonly, it is generated directly after the message is received by the party’s communication system, but it also occurs that the receipt is generated after some sort of verification, e.g. syntax verification. It is therefore important to agree and record how receipts shall be generated. It also occurs that one has different types of receipt for different types of message and in such cases, the lines in the table are repeated for each type of receipt. 
In the example on how the table can be filled out, Party 2 is sending a receipt both directly after the reception and after verification. Therefore, the table has been repeated. 
	Receipt 
	Party 1 
	Party 2 

	Type of receipt 
	EERP (OFTP) 
	EERP (OFTP) 

	State when receipt is to be sent

(e.g. after receipt or verification) 
	After receipt 
	After receipt 

	State time for receipt 
	No later than after 5 minutes 
	No later than after 5 minutes 

	State what receipt is to cover (e.g. all or certain message types) 
	All message types 
	All message types except Invoice 

	Receipt two 
	
	

	Type of receipt
	No 
	EERP (OFTP) 

	Receipt 
	Party 1 
	Party 2 

	Type of receipt 
	EERP (OFTP) 
	EERP (OFTP) 


TA section 10 - Security 
Security for e-business is a wide term, but in the Technical Appendix only certain functions need to be defined. In addition, reference is made in the TA to the fact that the parties shall have functions which maintain basic requirements. 
Signing means a technical method for achieving authenticity, integrity and non-deniability. Encryption means a technical method for achieving confidentiality. There are a number of methods to achieve these functions, e.g. the ones stated as an example in the table below. 
In most cases, the information of keys and other security parameters are interchanged in order to apply signing and encryption. This is made upon connection and may be handled as a sub-appendix to the Technical Appendix, e.g. together with communication addresses and other parameters for communication. 
An example on how the table may be filled out: 
	Security  
	Yes/No 
	Method 

	Signing 
	Yes 
	PGP 

	Encryption 
	Yes 
	SSL 


TA section 11 - Opening hours 
The parties agree on which opening hours apply, i.e. when the systems are available for receiving and sending EDI messages.
